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Abstract
Enterprise Information Security (EIS) must consider
anything that would put the enterprise’s information at
risk or in danger. Unfortunately, the risks and dangers
facing today’s enterprise are great indeed: spyware,
spam, phishing, Internet worms, viruses, crackers, natu-
ral disasters, corporate espionage, increasing regulation,
eroding customer confidence, disgruntled employees and
possible criminal prosecution of executive management.
These dangers are far beyond the scope of hardware or
software detection and prevention tools alone.

Enterprise information includes not only the sum of all
data stored or transmitted by its networks and computer
systems but must also include the knowledge in the minds
of its employees. All this information is the lifeblood of the
enterprise. This information is also the differentiator from
its competitors. Therefore, it is no surprise that the scope
of EIS has expanded to include physical security,
non-electronic data storage, document destruction, emer-
gency preparedness, regulatory compliance and even em-
ployee protection in both normal and abnormal circum-
stances. The answer to how an enterprise has any hope of
successfully protecting its information lies in Weinberg’s
Second Rule of Consulting: “No matter how it looks at
first, it’s always a people problem.”

People are the biggest asset an enterprise has in dealing
with the totality of EIS. Of course, its people can also be
one of the largest causes or contributing factors to these
risks and dangers as well. Only through understanding
the critical role of people in the end-to-end information
security can an enterprise establish security policies
which will be embraced rather than be rejected as unnec-
essary distractions from “getting the work done.” Policies
don’t provide security; people do.

Introduction
Philosophy normally invokes images of Socrates,
Plato, Aristotle, Lao-tsu or Confuscious, however
an investigation of the word turns up some per-
haps lesser-known meanings [1]:

- The critical analysis of fundamental assumptions
or beliefs

- A set of ideas or beliefs relating to a particular
field or activity; an underlying theory

- A system of values by which one lives

The above are three of the eight definitions pre-
sented. By examining these definitions in the con-
text of Enterprise Information Security (EIS), it is
possible to illustrate the broad scope of information
security which must be considered by any enter-
prise. Once the scope has been discovered, it is
then possible to address the last two of the above
definitions and create a holistic security policy
which directly affects the day-to-day operations of
every individual in the enterprise.
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The Issues
There are several contributing issues to modern En-
terprise Information Security which must be under-
stood before attempting to analyse the underlying
assumptions and beliefs that will allow us to define
a philosophy for managing EIS. The key issues in
this area are customer trust, the growing regulation
of security, preparing for unexpected events, the
role of employees in enterprise security incidents
and the threats relating to intellectual property.

Customer Confidence
The many recent, high-profile security breaches
such as LexisNexis, ChoicePoint, T-Mobile, Bank of
America and even Paris Hilton’s Sidekick account
reinforce what security professionals have known
for many years: security cannot be an afterthought;
it must be thoroughly integrated within the activi-
ties of the organization at every level. Unfortu-
nately, security has generally not been the top pri-
ority, so it should not come as a surprise that secu-
rity breaches of all types are a regular occurrence
[2].

Until recently, there was nothing to force disclo-
sure of security breaches. Organizations were not
especially eager to let breaches of their systems be-
come public – especially in the case of on-line re-
tailers. Businesses depend on customers trusting
them with their personal data. As Arik Hesseldahl
wrote in a 2003 Forbes.com article [3], “No company
wants to puncture their own reputation as a safe place to
shop online.” This attitude can naturally be extended
to businesses in any industry.

Customer loyalty relies on maintaining a degree of
trust between the consumer and the supplier of a
service. When those customers happen to be capa-
ble of defining or influencing legislation or regula-
tions and this trust has been violated, something is
generally done about the problem.

Regulations and Legislation
In 2003, California passed the California Information
Practices Act primarily due to a security breach of the
state’s payroll records, resulting in the financial infor-
mation of 265,000 employees potentially being ex-
posed [3]. Some of these 265,000 happened to be the
state lawmakers. Mr. Hesseidahl points out that this
law affects not only companies based in California.
Any U.S. or International company who has custom-
ers resident in California is also accountable under
this law.

The recent publicized breaches mentioned above
are having an impact in Washington D.C. as well.
Using the Thomas service [4] from the U.S. Library
of Congress, there are currently at least 50 pending
Bills for the 109th Congress dealing with privacy
and security. At least two of these are modelled on
the California law. Lawmakers are reacting to legit-
imate concerns about the potential uses of compro-
mised data – specifically, fraud and identity theft.
According to a Federal Trade Commission report,
over 600,000 U.S. consumers have reported fraud
and identity theft complaints during 2004 [5]. Inter-

national law firm White & Case additionally re-
ports in a press release that “identity theft costs US
consumers and businesses $50 billion annually” [6].
These figures are difficult to ignore for both law-
makers and businesses.

Expanding the view to regulations relating to con-
trolling international terrorism, the count of U.S.
Congressional Bills is currently also 50, but the Euro-
pean Union’s Legislative Observatory [7] lists nearly
200 Parliamentary procedures currently in progress.
At least in the U.S., regulations like Executive Order
13224 prohibit “doing business with terrorists,” accord-
ing to longtime Chief Security Officer Bob Hayes [8].
However, the wording of Executive Order 13224
states it applies to “individuals and entities that provide
support, services, or assistance to, or otherwise associate
with, terrorists and terrorist organizations designated un-
der the Order” [9]. Compliance with this regulation
means checking every customer, supplier, visitor,
employee and service provider against the list of
known terrorists and terrorist organizations.

Examples like Executive Order 13224, Sarbanes-
Oxley, Basel II, BS7799, ISO17799, the Can-Spam
Act of 2003, HIPAA, the Gramm-Leach-Bliley Act,
AS/NZS 4360:2004, FISMA, FIPS, FACT Act, PCI
Data Security Standard, Data Protection regulations
and others require organizations covered by them
to provide evidence of compliance. Compliance
failures can vary from fines to imprisonment of
company chief executives or both, as former CEO
of HealthSouth Corp. Richard Scrushy is likely to
find out when the verdict is decided in the first
Sarbanes-Oxley prosecution [10]. Of course, evi-
dence in the case clearly seems to indicate wrong-
doing on the part of Scrushy, but what if similar ac-
cusations were made against your enterprise? The
only way to sensibly respond to allegations of this
nature is to have proof that the appropriate secu-
rity measures are in place to prevent inaccurate re-
cording of the company’s financial transactions.
This proof will be necessary for both periodic com-
pliance audits as well as for potential legal evi-
dence in court.

Unexpected Events
Natural disasters and other disruptive events are
also a threat to the security of the enterprise’s in-
formation. Remembering that critical enterprise in-
formation is in the minds of its employees and
physical records as well as the data on its computer
systems and networks, anything which would put
any of these at risk or in danger must be consid-
ered.

What happens if the CEO is injured or killed? Is
the critical strategic direction for the organization
documented? What if the communications link for
the support centre was severed by workers at a
building site down the road? Who will answer the
customer calls? What if there is a fire in the central
computer room that shuts down the systems run-
ning the enterprise? Does the business stop in its
tracks? What happens if the Senior VP of Sales has
his laptop stolen? Is the data on it backed up?
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What could competitors gain from the data on the
machine?

Answers to the questions in the preceding para-
graph are provided by having a well-defined Busi-
ness Continuity and Disaster Recovery plan (often ab-
breviated BC/DR). It is no coincidence that the es-
sential first steps in creating a comprehensive secu-
rity policy and a BC/DR plan is a risk and business
impact analysis [11]. Without accurate risk and im-
pact assessment, it is impossible to define the ap-
propriate protection for specific information re-
sources within the enterprise.

People Problems
In 1985, Gerald Weinberg proposed three funda-
mental Laws of Consulting in his book The Secrets
of Consulting [12]. The second of these laws: “No
matter how it looks at first, it’s always a people problem”
can be applied in both the negative and the posi-
tive in relation to Enterprise Information Security.

According to a Gartner report [13], “more than 70
percent of unauthorized access to information systems is
committed by employees, as are more than 95 percent of
intrusions that result in significant financial losses.” A
recent article in the on-line version of SC Magazine
echoed the tone of Gartner’s findings by saying
“upwards of 80 percent of network attacks are facilitated
by employees opening attachments of unknown origin or
even by providing their username and password to some-
one else” [14]. While these are staggering statistics,
the question is really if the employee intended mal-
ice or if these events are the result of negligence.
The short-term business costs are the same, but the
solutions to the problems are dramatically different.

Security expert Ross Anderson is of the opinion
“most actual computer frauds involve staff accidentally
discovering features of the application code that they can
exploit in an opportunistic way.” However, he adds
that they may “just be abusing features of the applica-
tions that they were trusted not to” [15]. While initially
accidental, the continued abuse of application func-
tionality would definitely fall into the malice cate-
gory as would running a network packet sniffer on
an internal network without previous authorization
or repeatedly attempting to log in to systems to
which the user did not have access. The classifica-
tion of opening unknown attachments and giving
out usernames and passwords is much more diffi-
cult and should be examined on a case-by-case basis.

Intellectual Property
The threat of Intellectual Property (IP) loss also is a
growing concern. IP losses can take several forms,
but broadly falls into two categories: counterfeiting
and confidential or trade secret information. For the
month of February 2005, IP theft accounted for 36%
of global counterfeiting relating to brands, trade-
marks and copyrights [16]. Clothing, entertainment
and software contributed $50 million of the total
losses. This is a small portion of the approximately
$300 billion in costs absorbed each year by U.S. com-
panies according to figures published by CSO Maga-
zine [17].

Confidential and trade secret information vital to
the business is also under extreme risks. It may ex-
ist in many places: company servers, on laptop
computers, portable storage devices, backup tapes,
paper documentation, emails, but most impor-
tantly, in the brains of the employees. Any one of
these things can be attacked or compromised. Im-
proper handling of employee terminations, either
due to poor performance or cost cutting, can create
severe security risks for the company’s IP [17]. As
much as an employer may like, they ultimately
have no control over what is in the employee’s
brain when they walk out the door for the last
time.

The issues discussed in this section cover a very
broad spectrum of information security at a high
level. Each issue contributes unique challenges for
anyone responsible for providing solutions to ensure
the enterprise’s information is safe. All hope is not
lost, however. Now that the main issues are illus-
trated, we can explore the assumptions often accom-
panying them so that we can define a philosophy
for approaching the problem.

Challenging Assumptions
Assumptions are everywhere. Every time you interact
with someone or something, a set of explicit and im-
plicit assumptions actively influence your actions.
The problem is that it is normally the implicit as-
sumptions which get you in trouble. The process of
recognizing these implicit assumptions and under-
standing their influence is part of the discipline of
Organizational Learning, and is the positive side of
Weinberg’s Second Law of Consulting. People can al-
ter their behaviour.

For it to be successful, a security policy’s standards
and procedures must be integrated into the
day-to-day operations of an enterprise. Often,
well-structured and considered security initiatives
put in place by company executives fail to achieve
the desired results. In this respect, the security pol-
icy does not differ from many other management
initiatives. From the employee perspective, it is
simply regarded as another collection of rules
which must be followed and which will just get in
the way of doing productive work. If this attitude
is adopted, the standards and procedures will be
implemented completely or correctly if they are im-
plemented at all. Employees in this state conform
to Lao-tsu’s 2500-year-old observation: “the more
laws, the more lawbreakers” [18].

The work of Peter Senge on Organizational Learning
indicates these policy failures are linked directly to
conflicts between what they say and fundamental
assumptions of how things are or should be done
in the minds of employees [19]. As described by
Weirich and Sasse, “many users construct their own,
often wildly inaccurate models of security threats” [20].
Given this conflict, the aforementioned behaviour
is certainly understandable. Therefore it is abso-
lutely necessary that these fundamental assump-
tions are brought to the surface so that they can be
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addressed either during the creation of the security
policy or during its implementation.

Assumption: security training is only necessary for
the IT staff

It is important that the IT staff responsible for im-
plementing and managing projects have a good
understanding of security, regardless of their level.
As previously mentioned, security should be a con-
sideration from the very beginning of a project.

However, John Golden’s article [14] points out that
in most organizations, IT staff are distinctly the mi-
nority within the organization. Most will be non-IT
users likely having only specific computer skills.
They will not generally have the awareness that at-
tachments from unknown sources could pose any
threat to the organization at all. The users in the
sales, support, marketing and finance departments
need to gain an understanding of the threats from
seemingly benign things like email as part of a pro-
gram of basic security training for every depart-
ment. People have no hope of behaving accord-
ingly if they do not understand the nature of the
threat.

Assumption: anti-virus, firewalls, intrusion detection
systems and other technology solutions will keep net-
works and systems secure

Technology tools are vital to the overall enterprise
security architecture, but they are only one piece of
the puzzle. Symantec documented the discovery of
over 2,600 new software vulnerabilities in 2003.
This means that there was an average of seven new
security vulnerabilities discovered each day [21]. It
takes time to investigate these threats and provide
meaningful fixes. Therefore, it is virtually impossi-
ble for any reactive hardware or software system to
provide a complete security response to this kind
of threat.

The solution to this type of threat is a proactive one
and should be addressed as part of the basic secu-
rity training mentioned above. To paraphrase a
story from one of my colleagues, “if it doesn’t need to
be there for the system to run, why is it?” should be
the standard way of thinking. People are the most
adaptive system in the organization; therefore, they
are the best place to start dealing with problems of
this magnitude.

Reliance on technology solutions and inadequate
human monitoring of security advisories directly led
to the T-Mobile security breach [22] which lasted
from October 2003 to October 2004. This failure of
T-Mobile’s security allowed a 22-year-old using 20
lines of Visual Basic to gain full access to customer
passwords, Social Security numbers and other per-
sonal information. With critical, 24x7 systems like
T-Mobile’s WebLogic application servers, security
updates and patches must be planned and tested.
Automatic updates similar to Windows Update are
not a viable option.

Assumption: information security threats will not
come from trusted business partners or customers
Trust relationships are one of the most difficult
things to manage in any security environment. Be-
fore establishing a relationship with a new business
partner, the level of data access should determine
the level of credential verification performed. How-
ever, this verification has limits.

The ChoicePoint security breach [23] involved access
to secured customer information via the establish-
ment of a customer account “using stolen identities and
altered documents.” No illegitimate access to any
ChoicePoint computer system was involved. The fail-
ure actually occurred in the credentialing performed
on the identities before establishing the trust relation-
ship allowing data access by suspected members of
organized crime [24].

In practice, the credentialing solutions used could
be influenced by governmental regulations similar
to Executive Order 13224. However, the
ChoicePoint case illustrates some of the potential
risks relating to trust relationships. ChoicePoint
personnel trusted the issuers of the supplied cre-
dentials, apparently without properly determining
their validity.

Assumption: passwords for “normal” users are not as
important as for “administrator” users
Passwords are only as good as the person holding
them. Anderson [15] stresses that a password policy
must be considered in relation to the expected types
of attacks. The main goal of anyone trying to breach
security on a computer system is to first obtain ac-
cess to the system. The attacker’s typical exploitation
path would be to first obtain control of a regular
user account. Once they have access to the system,
they can begin more sophisticated attacks on admin-
istrator accounts using known exploits for the sys-
tem.

Also, the above presumes that the “normal” user
does not have access to sensitive enterprise infor-
mation. The process of social engineering is still
one of the greatest threats to enterprise informa-
tion, because the easiest thing for an attacker to do
is to extract information they want from the people
who legitimately have access to it “by telling some
plausible truth” [15].

Two high-profile cases of social engineering are
LexisNexis and Paris Hilton’s T-Mobile Sidekick ac-
count. LexisNexis illustrates a combination of social
engineering to trick a user into executing malicious
code and following the textbook system exploita-
tion path [25]. After discovering a user account and
password for a LexisNexis computer system, users
were able to locate an administrative account for
the Texas state police department. Again using so-
cial engineering, the attackers tricked an adminis-
trator into resetting the password on the account,
allowing full access to the system and it’s informa-
tion. The Paris Hilton case was straightforward so-
cial engineering [26]: attackers convinced a
T-Mobile employee to give out account details
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which were then used to access private user data
stored on the system.

The only serious deterrent to social engineering at-
tacks is the education of the complete user commu-
nity. As has been shown, any account on any sys-
tem can provide a foothold for an attack. While in
the majority of cases intrusions can be detected
once they have occurred, ones related to social en-
gineering can often be prevented before they hap-
pen. Preventative measures, if successful, will also
avoid potentially damaging public disclosure of a
security breach under any of the relevant legisla-
tion. Such disclosures may undermine customer
confidence and lead to loss of revenue.

Assumption: security of backup media is a lesser pri-
ority than the security of the running systems
Backup facilities should be a part of any business-
critical system be it electronic or paper-based be-
cause they provide a recovery mechanism from
both physical and logical disruptions to a given
point in time. However, in order to provide this fa-
cility, backup media introduces a confidentiality
risk [15] because the backup media is normally rep-
licated to multiple locations and also subject to dif-
fering security controls.

If an attacker can gain details of how the backup
tapes are handled, they now have an additional
possible route to the information. Based on the dif-
ficulty of accessing the live system or the backup,
the backup media may be a much easier target.
Once they have the backup media, they can at-
tempt to restore it to a similar system with essen-
tially unlimited time. If this is successful, the infor-
mation will be compromised.

The above scenario was mostly likely the goal in
the Bank of America case [27] where backup tapes
containing the personal information of 1.2 million
workers of the U.S. Government were apparently
stolen during transport to a backup centre. From a
U.S. national security point of view, the loss could
endanger the nearly 900,000 employees of the De-
partment of Defense in addition to the very real
threats of fraud or identity theft. The loss must also
have a negative impact on the trust of the Bank of
America customers.

Assumption: all critical data in the enterprise is regu-
larly backed up
While data stored in enterprise applications is gen-
erally backed up on a regular basis, a full Business
Continuity and Disaster Recovery plan must ad-
dress all enterprise information. The backups are
no good to the business without the correct sys-
tems. The reality is “most people don’t really know how
many servers they have, or how they’re configured, or
what applications reside on them” according to secu-
rity and disaster recovery experts [11]. If service to
critical systems is interrupted, it is difficult to keep
the business running without this information.

Failure to consider data on portable devices such as
laptops is also common. Mobile users may not reg-

ularly be in the office to participate in scheduled
backups. Even remote connections over VPN links
have limited capability in this regard due to slower
than normal network speeds. If a laptop is the only
location for critical business information, losing it
can cause significant liability to the enterprise.

People are key in addressing this assumption. If
processes and procedures are in place for accu-
rately recording changes to the system, employees
can do a lot to ensure such information exists
somewhere other than in their heads with only
minimal effort. Without these procedures and facil-
ities, people become the primary repository for this
information – and a significant risk.

Assumption: copyrights and patents are sufficient
protection for intellectual property
Copyrights, patents and other legal protections are
very similar to the function of locks on doors – they
keep honest people honest. Criminals or unscrupu-
lous competitors are not easily deterred by such
protection because there will always be a window
between when IP is stolen and when they are
caught. Trademark and brand related IP theft is
particularly troublesome because these are easily
copied, cheaply produced and there is significant
consumer demand for such items. Manufacturers
are currently exploring technology solutions like
digital rights management, nanotechnology, RFID
and various methods of secure printing in attempts
to protect both brands and intellectual property
from unauthorized duplication [16]. However, a
more proactive, if more difficult, solution may be to
attempt to address the level of consumer demand
for counterfeit goods.

In the case of “soft” IP theft, exposure of the infor-
mation is the chief concern. Once the information
is exposed, it is impossible to make it secret again
[17]. Social engineering is also a major factor in IP
theft, because people are the easiest way to access
protected information. As illustrated by Weirich
and Sasse [20], “trust is the key criterion” for access-
ing sensitive information followed closely by prox-
imity. People skilled in social engineering can eas-
ily build up this sort of trust with most people very
quickly resulting in disastrous effects for the enter-
prise.

Like other areas subject to social engineering at-
tacks, making people aware of the sensitivity of the
information under their control can prevent some
breaches of this type. People may think they are
cleverer than someone else suspected of this kind
of attack and can turn it to their benefit, but in real-
ity they often give away much more information
than they get in return.

The above assumptions represent a very small list,
but are given to illustrate that failures to under-
stand and address the underlying assumptions in-
volved with security issues could easily result in
the exposure of critical enterprise information.
They also illustrate the relationship between people
and their fundamental assumptions. Nearly every
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security breach, and certainly the ones discussed,
can be traced back to an assumption that proved to
be false. Even if these assumptions have been ad-
dressed, they need to be periodically assessed to
ensure the environment has not changed. Doing so
could invalidate many more assumptions.

Defining the Philosophy
A successful philosophy for enterprise security
must aspire to securing enterprise information for
both individual employees and the organization as
a whole in a manner consistent with a comprehen-
sive security policy. Only aspiration provides suffi-
cient motivation because it requires that informa-
tion security is the ultimate goal. Other possible
motivations for compliance include coercion or per-
suasion. While persuasion is intended to induce be-
lief and can be useful in instilling the philosophy as
the ultimate goal, if focussed in the wrong direc-
tion it will be ineffective. The philosophy must get
people to genuinely care about security such that it
becomes essential to the nature of their work.

Fear is the primary motivating factor in coercion,
but it is an emotion which is only effective in short
bursts. If relied on for governing day-to-day behav-
iour, people will mentally adjust to deal with the
fear, making it a less effective motivator until its ef-
ficiency is eliminated completely. This phenome-
non can be observed by anyone who overcomes a
fear of flying, animals or heights. Overcoming or
living with fear is not something unique to people;
it can manifest itself in organizational behaviour as
well. It is unlikely that Richard Scrushy’s $2.7 bil-
lion accounting fraud [10] started without a certain
level of fear of being caught. However, during the
six-year period it was committed, Scrushy clearly
overcame any fears he had of discovery. The conse-
quences of his actions could be hundreds of years
in prison, but, like any fear, the longer he was ex-
posed and the more confident he became, the less
influence his fear of prosecution held over his ac-
tions. This illustrates the dangers of relying on fear
to provide a long-term motivation for compliance,
be it with government or industry regulations or
with an enterprise’s security policy.

Weirich and Sasse [20] explore the relationship be-
tween a user’s actions and “their mental constructs,
e.g. their knowledge, beliefs and attitudes” in the con-
text of persuading the user to comply with security
policies for passwords. Senge calls these same con-
structs “mental models” [19]. I believe that using
the types of persuasion described by Weirich and
Sasse to accomplish security is doomed to fail be-
cause it really only equates to two of Senge’s levels
of compliance [19], meaning either the person does
what they’re expected because they want to keep
their job or the person only does exactly what is ex-
pected – no more; no less. Senge differentiates his
levels of commitment from enrollment by stressing
the “free choice” aspect of enrollment vs. feeling re-
sponsible for making something happen. Weirich
and Sasse argue using persuasion to enable compli-

ance, not to create an intrinsic belief that security is
important.

Security failures due to people are more prone to
happen in unusual circumstances because the per-
son is not in their normal frame of mind. When un-
der stress, the person who has been persuaded or
coerced to comply with the security policy will of-
ten fail to do so, because the current environment
may have rendered individual standards and pro-
cedures impossible to follow. However, an enrolled
or committed individual will comply with the secu-
rity policy in these cases because they believe in it;
they have internalized it and it contributes to their
every action. These differences can be crucial dur-
ing BC/DR scenarios. In some cases, not only the
business but also people’s lives may be at stake.

The fundamental belief of an effective security pol-
icy is that people are the ultimate security enablers.
Even faced with the alarming statistics of em-
ployee-related security breaches [13],[14], the posi-
tive role of people within EIS cannot be under-
stated. People:

- assess the risk to the enterprise

- develop and implement appropriate BC/DR plans
and procedures

- determine relevant regulatory requirements

- define the security policy for the organization

- define and implement the security standards and
procedures

- design and implement the systems implementing
these standards and procedures

Ultimately, people are responsible for keeping the
information free from risk or danger. They build
the systems, choose the hardware and software,
monitor security advisories, keep the systems
up-to-date, respond to unexpected events, and
monitor the physical security of the facilities. Even
with the application of industry “best practices”,
the onus of putting it all together is on the people,
not the products.

Implementing the Philosophy
There are a number of common sayings summariz-
ing the problem faced when implementing any se-
curity policy, but specifically when trying to instill
an organization with a new philosophy. Weinberg
states it in his Buffalo Bridle Principle: “you can make
buffalo go anywhere just so long as they want to go
there” [12].

The main question is how to get the buffalo want-
ing to go the right direction.

Buckingham and Coffman [28] rightly point out
“each individual employee can decide what to do and
what not to do.” They equate the solving of this
problem with learning how to manage by remote
control. Getting employees to do the right thing in-
volves unwavering focus on the outcomes to be
achieved and not the mechanisms. However, they
caution that at the same time rules relating to
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safety and accuracy must be “the foundational
part” of every employee’s job.

Allowing employees to choose their own path
while still adhering to the security policy is possi-
ble. If the security policy, standards and procedures
are defined in terms of actual requirements with
measurable criteria, meeting these criteria can be
integrated into the performance review process at
all levels of the enterprise. By focussing on the re-
quirements rather than on the way the require-
ments must be met, employees can integrate the se-
curity policy into their own, individual styles of
working – giving exactly the desired result of mak-
ing security an essential part of everyone’s job. Be-
haviour identified by Weirich and Sasse to rein-
force this [20] is also recognized by Buckingham
and Coffman [28]: “A manager’s job is to encourage
people to do more of certain productive behaviours and
less of other, unproductive behaviours…In most cases, no
matter what it is, if you measure it and reward it, people
will try to excel at it.”

Both Weinberg and Buckingham and Coffman rec-
ognize that attempting to over specify how an out-
come can be achieved can result in exactly the de-
sired outcome not being met. If the steps or the im-
portance of them overshadows the desired out-
come, the steps are no longer useful [28].

Communication is absolutely essential in imple-
menting this philosophy successfully. According to
Senge, “In organizations, goals erode because of low tol-
erance for emotional tension” [19]. Emotional tension
occurs when communication is not open within an
organization. If people have difficulty meeting
deadlines or performing their jobs because they at-
tribute it to overhead imposed by security require-
ments, they must be able to express these concerns
to supervisors and managers. Buckingham and
Coffman stress “the most efficient path from A to B is
always the path of least resistance” [28], so the tempta-
tion will always be to avoid what people consider
to be irrelevant. By encouraging open communica-
tion between employees and management, this
“short circuiting” of security may be avoided, but
only if the organization is as actually committed to
the security policy as it says it is. By voicing con-
cerns about being able to successfully implement
appropriate security measures, both the security re-
quirements and the business process can be reex-
amined to determine the best way to accomplish
both objectives.

Open communication is also the only way to en-
sure that everyone shares the same mental models
within the organization [19]. If the philosophy and
the mental models are not synchronized, security
within the enterprise will suffer. Another important
observation by Buckingham and Coffman is “com-
panies must change the way people speak if they are to
change how people behave” [28]. If the language used
to describe security within the enterprise does any-
thing other than paint a picture of a wholly inte-
grated activity, people will de-emphasize it. How-
ever, if the message of a holistic approach to secu-
rity is communicated consistently, the behaviour of
the organization will eventually reflect it. This phe-
nomenon is an expression of how powerful mental
models are over perception and behaviour [28].

Therefore, the enterprise must foster mental mod-
els that internalize security as the fundamental part
of everyone’s jobs.

Conclusion
The totality of Enterprise Information Security in-
cludes a wide spectrum of considerations including
customer confidence, employee safety, business
continuity planning, disaster recovery, regulatory
compliance, protection of intellectual property,
physical security and the protection of the informa-
tion infrastructure. The only way to adequately ad-
dress these considerations is by establishing a com-
prehensive security policy, tailored to the unique
requirements of the enterprise, and by relying on
the enterprise’s most adaptable system to imple-
ment it-its people.

A security philosophy must be defined and
adopted along with appropriate assessment metrics
to ensure that implementing the security policy is a
fundamental aspect of everyone’s job. Based on
this philosophy, the organization must provide
open communication, allowing any implicit as-
sumptions relating to implementing the policy to
be surfaced and discussed. This process allows the
organization to establish consistent mental models
which are vital to implementing the security policy
successfully.

These steps will allow security to be integrated into
all activities across the enterprise. No longer will it
be an afterthought. People must be recognized as a
key source if enterprise information and as the ulti-
mate security enablers. The people within an enter-
prise have the ability to adapt to any threat and
create the security atmosphere which can keep its
information free from risk and danger. No combi-
nation of hardware or software products alone can
ever fill this role.
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